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Abstract 
In a mobile network, one of the most critical issue is the security. 
This kind of network is always having the chances of some kind of 
internal or external attack. Because of this there are number of 
attack detection and prevention approaches are suggested by 
different authors. In this paper, one of such effective attack 
preventive approach is suggested. The presented approach will 
perform the cooperative communication analysis so that the 
reliability of a node will be identified. Each node will track its 
cooperative neighbor nodes to identify the reliable node and 
perform the communication over it. To perform the attack detection, 
the statistical measures are implemented. The work will identify the 
reliable neighbor node and set it as the next communication hop to 
provide reliable communication over the network. 
Keywords:  Cooperative Communication, Statistical 
Analysis, Preventive, Attack Analysis. 
 

I. INTRODUCTION 
 
A mobile network is the most widely used communication 
network to provide different kind of data transmission. This 
network is available in public as well as in private domains. 
The network is having the dynamic nature, it means any 
new node can perform the communication participation to 
the network. Because of this the chances of the network 
security threats also increases. These attacks basically either 
destroy the communicating information or it reveals the 
information to the intruder. Some of the attacks and their 
relative impact on the network is listed in table 1. These 
attacks affects the different communicating layers of the 
network.  

Table 1 : Security Attacks in MANET 
 

Layer Attacks Solution 
Application 
Layer 

data corruption, 
Repudiation 

Firewalls, dog watchers, 
antiviruses are installed 
to secure the application 

Transport 
Layer 

Flooding and 
Session Hijacking 
 

Some kind of end to end 
security is implemented 
to prevent these attacks. 

Generally cryptography 
or secure authentication 
is implement to enable 
secure transmission 

Network 
Layer 

Routing Protocol 
Attacks such as 
DOS, Blackhole, 
wormhole 

The attack detection or 
prevention algorithms 
are implemented along 
with specific protocol 

Data Link 
Layer 

Data Disruption, 
Traffic Monitoring  

Provide security to 
MAC protocol with 
authentication based or 
hardware oriented 
security 

Physical 
Layer 

Jamming, 
Interceptions. 

Use the hardware 
monitoring and avoid 
the jamming and denial 
of service and denial of 
sleep situations over the 
communication. 

 
As the numbers of mobile users are increases over the 
network the communication threats also increases. The  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: Attack Safety Approaches 
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network suffers from these kind of attacks and the other 
MANET properties such as node mobility, open access 
environment also increases the criticality of these attacks. 
There are number of approaches suggested by different 
researchers to provide the secure communication over the 
network. These approaches are shown in figure 1. 
 
A) Detection Approaches 
 
Attack detection approaches basically identify the attacker 
node or the attack area by performing the communication 
analysis on different nodes. If the communication parameter 
values are not effective to the expected values, it shows the 
network is suffering from some kind of attack. A wireless 
network can suffer different kind of communication attacks. 
For different kind of attacks, different communication 
parameters are analyzed. Once the attacker node is 
identified, the particular node is blocked to safe the network 
from the attack impact. The detection approaches can be 
applied almost on all layers of network. Another concern 
with detection approaches is the type of approach adapted to 
monitor the communication. Some of the different aspects 
of detection approaches are shown in figure 2 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2 : Aspects of Attack Detection Approaches 
 
The host specific approaches are implemented on a specific 
host or all host of the network. Sometimes when a network 
node is critical then instead of applying the security 
mechanism to whole network that particular host or host 
group is considered under the attack detection. Then the 
complete network is under threat or the security on all 
network nodes is required, the network based attack 
detection approach is used. This kind of approach is 

effective for the small network but as the network size 
increases, the network monitoring is not effective. 
Another kind of attack considered is the application level 
attack. This kind of security is implemented with a 
particular application such as security the email services etc. 
Sometimes, the type of attacks is known to the system in 
such case, instead of performing the all kind of validation, 
the attack specific validation is implemented. The detection 
approaches are generally attack specific approaches.  
 
B) Prevention Approaches 
 
To handle the attack in mobile network, another effective 
approach is the attack preventive approach. The prevention 
is here means to perform the communication over the safe 
nodes. In case of demand routing approaches, such kind of 
approach is used. According to these approaches, instead of 
identification of bad node, the good node identification is 
done. These good nodes generate the reliable preventive 
path and the communication is performed over this path. 
This approach is effective against different internal and 
external attacks. 
 
C) Authentication 
 
The authentication is about to perform the validation of a 
user to the mobile network. This authentication mechanism 
is used to identify the trusted user over the network. The 
authentication is performed in terms of key sharing or by 
implementing the cryptography approach during the 
communication initiation. To save the private network from 
external nodes this kind of security can be implemented 
over the network.  
 
In this paper, a cooperative node analysis mechanism is 
defined to perform the attack detection in wireless network. 
In this section, the introduction to the MANET and the 
relative security aspects is defined. The section also defined 
the different attack handling approaches. In section II, the 
work related to the attack detection by the earlier 
researchers is explored. In section III, the algorithmic 
approach adapted in this work for attack detection is 
explored. In section IV, the conclusion obtained from the 
work is defined.  
 
 

II. LITERATURE REVIEW 
 
Lot of work is already done in the area of attack detection 
and prevention. Some of the work done by the earlier 
authors in the same area is discussed here under.   
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Axel Kring has defined a work on neighbor node 
monitoring to identify the misbehaving nodes. Author 
defined k-hop analysis approach identify the bad or the 
malicious nodes. Author has exposed the associated 
overhead of the attack detection. Author defined the 
misrouting analysis approach over the mobile network[1]. 
Author work on network node component detection under 
the video transmission analysis. Author defined the 
probabilistic analysis based mathematical modeling 
approach for the attack detection. Author also defined the 
work under different exceptions so that the effective 
communication will be drawn from the communication [2]. 
Another work on the malicious node preventive routing in 
hybrid network was defined by Bogdan Carbanar. Author 
defined the work under the security aspects in context of the 
cellular node analysis. Author defined the study on different 
attacks and the abnormality behaviors and perform the 
identification of well behaved nodes over the network[3]. 
Another work on Hijacking attack prevention was defined 
by Johann Schlamp. Author defined the study on the attack 
and to detect the spamming over the network. Author 
defined IP prefix based hijacking so that maximum benefits 
will be derived from the communication. Author analyzed 
the current as well as long term benefits to provide the 
reliable communication[4]. Another work on the spam 
detection and prevention in such network was proposed by 
Joshua Goodman. Author defined the conventional 
technique by applying the thresholding to the spam limit. 
Author imposes the message cost and identify the spamming 
effect over the lifetime analysis so that the effective cost 
challenges will be handled[5].  A work on the IDS detection 
under the OLSR protocol was defined by Danny Dhillon in 
year 2006. Author defined the work to reduce the false 
positive and false negative reduction. Author presented the 
work on link state routing protocol to improve the 
communication over the network[6]. Another work on 
network invariant analysis was proposed by Ahmed 
Khurshid in year 2012. Author defined the software level 
analysis over the network and performs the intrusion 
detection under the forwarding rule. The node 
communication analysis with least forwarding will be 
tracked as the attack position over the network[7]. A work 
on the blackhole node detection in distributed mobile 
network was defined by the author. Author has performed 
the difference analysis over the network node blocks under 
the traffic monitoring and perform the analysis over the 
attack. The effective node detection is performed to identify 
the effective node communication so that the 
communication reliability is obtained[8].  A work on 
collusion resistant incentive routing on the forwarding node 
analysis was defined by Umair Sadiq. Author defined the 
work on opportunistic network to perform the analysis on 
optimal node behavior and to control the network flow so 

that the reliable communication will be performed over the 
network[9].  
Another work on randomized, effective and distributed 
protocol based work was presented by Mauro Conti. Author 
performed the work against the replication attack in sensor 
network. Author defined the work on constraint analysis in 
the sensor network environment. Author defined the 
adversary model to improve the security over the 
network[10].  
 
Grima Gupta has defined a referenced analysis on the 
mitigation of blackhole attack in mobile network. Author 
presented work on the routing algorithms to improve the 
network effectiveness. The work was the combination of 
forwarding communication information along  with 
probabilistic analysis. Author defined the work on DSG 
based analysis to perform the attack detection and 
mitigation[11]. A work on topology based security was 
presented by Abhijit in year 2011. Author identify the 
security threats and reduce the detection rate[12].  
 

III.  PROPOSED WORK 
 

In this paper, an effective approach of attack detection and 
prevention is defined based on the cooperative node 
analysis. The cooperative node analysis is here defined as 
the set of neighboring nodes that performing the regular 
communication with the current node. The analysis is here 
defined under multiple parameters. The communication 
parameters for the analysis is defined here under 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3 : Communication Parameters 
 
The user information based host node analysis is defined 
under different attacks and the problems. At the initial stage, 
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the identification of the cooperative nodes is done by 
performing the history based communication analysis. As 
these nodes are identified, the next work is top perform the 
analysis on these cooperative nodes to identify the most 
effective next hop selection. The host node analysis is done 
to perform the safe node identification over which the 
communication will be performed. 
The analysis mechanism adapted in this present work is 
listed here under 
The node analysis is here defined under the statistical 
decision shown in figure 4.  
 

 
 

Figure 4 : Analysis Sequence 
 
The main steps of this analysis system is described here 
under 
 

1. The traffic monitoring over the system is 
performed 

2. The outgoing traffic monitoring is performed 

3. Source oriented packet monitoring is performed 

4. The monitoring of the packets coming from the 
outer source is done. 

5. The communicating packets to the next hop is also 
performed 

6. The incoming packet analysis is performed. 

7. The communication between any node pair is also 
analyzed. 

8. The sink oriented packet analysis is performed. 

Once the cooperative communication information is 
retrieved, the next work is to perform the statistical analysis 
over this node to identify the communication association 
between nodes.  These nodes are analyzed respective to the 
current node analysis. This association vector is used to 
identify the actual communication parameter as the cost 
vector. This cost vector work as the decision factor for the 
selection of next hop. 
In the same way, the next hop selection is done and in same 
way the complete communication path is constructed. The 
route construction is presented as the effective safe path 
over which the communication will be performed. 
The presented work will be capable to provide the effective 
communication over the network. 
 

IV. CONCLUSION 
 
In this paper, an effective cooperative node analysis 
approach is defined to provide the effective communication 
in mobile network. This work includes the cooperative node 
analysis under the multiple parameters. Based on this 
analysis the node cost will be identified. The nod with least 
cost will be selected as the next reliable hop. The routing 
path based on this communicating hop is constructed.  
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